Comparative Overview {nghangem wder [ Office 365
Features & Functions ExchangeDefender Microsoft
Advanced Threat Protection Enterprise 1 Enterprise 3 Enterprise 5 Cloud Security
Threat Protection
Spam Filtering v v v v
Block domain spoofing / forgery v v v v
Malware Protection v v v v
Virus Protection v v v v’
Safe Attachments & Links (email attachement screening) v v v v
Quarantine Incoming emails v v v v
Anti-Phishing Policies v X X v
Numerical Anti-Phishing v x X v
DMARC Domain Fraud Prevention v v v v
Phishing Firewall v X X v
Two-Factor Authentication v v v v
Flag External Emails v v v v
Data Loss Prevention
Identify sensitive information in Exchange, Sharepoint etc v ) 4 v v
Eliminate accidental sharing of sensitive informaiton v X v v
Customizable & template DLP policies v X v v
Non-Microsoft Files supported (ex:PDF) v v v v
Network Redundancy / Failover v v v v
Live Email Archiving* (Hosted Exchange) v X X X
Cloud Application Security
Predefined & customizable policies v X X v v
Identify risky logins & behavior v X p 4 v v
Black/Whitelist Policies v v v v v
Account Takeover Protection (blocks credential stuffing) v X X v v
Pro-Active Account Monitoring v X X X X
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